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HOSTED FILE
SERVER
SOLUTION

@® Sccure and scalable
hosted file server
alternative.

@® Fixed rate hosted file
server with 24/7
availability.

Optionally combine
with JumpCloud for a
robust cloud active
directory replacement

DRIVE.ROSECOMPUTERS.COM



FEATURES

Eliminate the need for VPN

Mapped network drive support
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Available from anywhere with an active internet connection

File access auditing and logging
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Access control and permissions
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File locking and team folder creation

Multi-Factor authentication support
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Fully managed by us (server upgrades, maintenance, etc.)

Advanced file recovery options
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Document sharing & public link generation

Cross-platform synchronization
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Active Directory Integration
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| File synchronization and sharing



HOSTED FILE
SERVER

e Fully Managed Cloud solution for your files and
business. Rose Drive provides cloud synchronization
for files using secure encryption and ransomware
protection.

o User file control is essential for maintaining data
security. Stop users from using multiple cloud
solutions for storing data by bringing all your data
under one program.

e Most employees use many cloud apps for storing files
like OneDrive, Dropbox, Box.net, etc. your company
files are likely being stored on several different
platforms.

e Using Rose Drive will make it easier to keep track of
files maintaining data security and integrity.

e Eliminate the need for on-premise file servers and
multiple sync clients. Files synchronized with our
servers are backed up and available even if your on-
premise server is not.



SECURITY

Ransomware Protection
Rose Drive uses built-in ransomware protection which

detects file-level changes and locks the user's device out of
servers before any more data is compromised. Our servers
are protected with up-to-date Anti-Virus/Malware
protection.

Daily Backups

Your data is safe and secure. We maintain daily backups
with a retention period of 90 days. We also store encrypted
backup data on offsite servers.

Access Policy Management
Control team folder access and maintain individual user

data privacy through folder permissions. There are granular
sharing options available for individuals outside your
organization.

Firewall Security
Our servers are protected with up-to-date Anti-

Virus/Malware protection and placed behind a secure firewall
for ultimate control and management.



USER & DEVICE CONTROL

FOR BUSINESS

Optionally, you can combine Rose Drive and Jump Cloud to
maximize your user control and keep track of devices.

Many businesses have started using cloud-hosted platforms
to replace legacy self-hosted databases and some have gone
completely serverless. This works for some organizations, but
they end up losing device and user control. The ability to
disable login, change passwords, and remote lockout are
rarely considered.

To truly function in a “cloud-only” environment, a business
must consider several factors outside of data storage, and
getting rid of Microsoft Active Directory server is not
recommended unless you have a suitable secure alternative.

What do we recommend?
e Jump Cloud: Active Directory replacement
e Rose Drive: On-Premises file server replacement
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